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About the Guide

The Call Recording portal interface allows authorized users of the system to securely manage the
recordings of calls to their number, orfor Supervisors, the call recordings of others. Typical Users of
the system might be characterized as Supervisors (or managers) of contact center agents, managers
or supervisory employees in law offices or financial institutions, or others with special permission to
notate and manage call recordings, as well as Administrators who manage setup and maintenance.

Note: In general, most of the individuals licensed to have calls to their extension or phone line
recorded (agents in a call center, etc.) will not work in the Call Recording portal and access to
do so should be restricted to those licensed as Supervisors or Administrators.

This guide provides information about the how a Supervisor (or someone who accesses the Call
Recording portal) works with the Call Recording interface features, functions, and reports. It is
focused on some of the most common tasks, such as accessing the portal, reviewing or adding
notes to recorded calls, and managing or running reports, and offers step-by-step procedures and/
or examples of howto complete tasks within the application where useful. This guide does not
describe setup of access or management of permissions for features or tools, as those are tasks
performed by Administrators.

Supervisors granted access to the Call Recording portal are assigned numbers and permissions by
which they then may have access to review and annotate or report on the recording of calls to their
number, orto the numbers of individuals assigned to them (groups, teams, etc.).

Note: Readers should be aware that their organization defines individual user access to the site,
features, displavs, and anv Add-on tools purchased. Some information or features described within this
guide mav not have been purchased bv the organization or mav not be licensed and enabled for use by
all permitted access to the portal. Contact your organization or group’s Call Recording Administrator

to learn more about which features you have access to use based on yourrole.
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Accessing the CallRecording Portal

The Call Recording Portal (powered by MiaRec) offers a user-friendly interface which can be
accessed securely and easily 24/7/365.

Call Recording PortalDirect Access

This level of access requires specialized authorization and specific advanced permissions to be set by the
Organization. Authorized users with direct access credentials may opena web browser (e.g., Chrome or
Edge)and enter the full address (URL) sent to you by the Service Provider or granted by your
organization’s Call Recording Application Administrator. The URL (site address)foryour organization may
have been formatted to use a customized protocol. Examples of site address formats that are
supported for this type of access include:

http://1.2.3.4
http://recording.momentumtelecom.com
https://cr.momentumutelecom.com

The exact address you should use and your user name (login) and password credentials for the Call
Recording web portal are provided to youwhen enabled. Keep this information safe and secure at all
times.

Please Note: In the direct access scenario, the access credentials to signin may differfrom the
credentials used forother sites, applications, orservice portals.

PRIVE UC

Login 2 D7@mymtm.us

Password

Forgot your password?

If the URL address you enter in the browser address field is correct, the login page displays: Simply
enter the User Name (Login) and Password credentials provided to you and click Login.

If your organization requires authentication, you may be required to verify your account.
In this case, follow the instructions that are provided to complete this process and continue.

If your organization requires a password change during initial login, follow the instructions to create a
new password that meets all security protocols in place within your organization.

If the portal web page does notopen oran error message displays, check your credentials and try
again or contact your Call Recording Admin for assistance.

Once the login process is verified and successful, the Call Recording portal opens and the Supervisor is
presented with their Call Recording Dashboard and toolbar links to the areas they are authorized to
access within the Call Recording Portal.
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CallRecording Portal Single Sign-On Access

The Cloud Services Portal offers a direct link to access the Call Recording Portal using your system
sign-in credentials. This link is found in the Applications card onyour Dashboard within the Cloud
Services Portal online. Once youlog into the My Cloud Services Portal, you are ready to work in Call
Recording when you need to do so. This helps reduce the number of signin credentials you have to
remember and adds an extra layer of protection to keep important private data safe and secure.

nrRIVE UC

Exec Loc 2 Voicemail 2 Call Logs

Mo Groon Logiic LLE  Porel Logn Ubsesns o)

Applications

I Call Recording e

I Call Reportifig o Reset Voicamai Pin

I MEMICotanorie Conapes Basic Features
»
>
o |
)

For Administrators in the Cloud Services Portal, the link to directly access the Call Recording portal
using their Administrator credentials is found at the top of the Call Recording section page.
Go to Admin Tools > Call Recording and click on the link at the top of the page.

Call Recording

r
{

\i\dmin Dashboard/\'

e ——

1 Name Group R

Once the Call Recording accountis added and the user's permissions to work within the Call Recording
Portal are defined by a Call Recording Admin, a simple click on the link displayed in the Cloud Services
portal opens a new browser window and seamlessly launches the Supervisor directly into their Call
Reporting Dashboard view. Once there, they may review information and/or select from available tools
displayed within the Call Recording Portal to complete tasks they have been granted permission to
perform.

]

Dashboard Authorization for access is

required to see sections or tools
101 84 12h 43m 7:33 in Call Recording.
This example shows a

LAST 30 DAYS (CALLS PER DAY) RESL-TIFAE ACTIVE CRALLS DaShboard VIveOr a SuperVisor

who has access to view the
Recordings and Reports and see
information in Administration for
ml I .

Non-Administrators will only see
the sections they have been
granted permission to view.
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Call Recording Portal Dashboard Overview

Once a Supervisor accesses the Call Recording Portal, the Dashboard provides athorough read-
only overview of the calls-per-day, average call duration, and current active calls in helpful
graphical displays.

Dashboard

101 B4 12h 43m 7:33
LAAT a0 DAYS JCELLS PER DAY HEAL-TIFAE ACTINE CRLLS

il |

Users - In most cases, those with simple ‘user’ licenses are not granted access to this portal and are only
recorded. However, if authorization to access Call Recording is granted to a non-Supervisor or
Administrator, the Dashboard offers at-a-glance statistic counts and chart views of useful historical and
real-time data fortheir calls. Specific access to Call Recording tools, services or features is license-based
and customized by their organization based on business needs and/or the individual's role. Access to the
Call Recording portal sections the user is authorized to use is offered via thetoolbar above the
Dashboard.

Supervisors - Those who have been authorized to review the calls for themselves, and/or others

(groups or individuals besides themselves) will be able to work with call recordings for the individuals they
are authorized to manage. The Dashboard offers at-a-a-glance statistic counts and chart views of useful
historical and real-time data for the Supervisor's calls and those of the members of any Managed Groups
assigned to them. The toolbar at the top of the dialog offers quick access to work with the Call Recording
portal sections the Supervisor has authorization to view. Note: Some sections, features, or tools may be
read-only for Supervisors. The Call Recording portal will provide a notification message if a Supervisor
attempts to access features or make changes to data without sufficient authorization.

Administrators - Those who have been authorized to manage access to the Call Recording Portal for
their organization's staff, define and assign groups, and manage user authorization fortools or sections
for the organization will also see and use tools within a tab called Administrationin the toolbar above the
Dashboard where those tasks may be performed. Note: Where changes may only be made by the Service
Provider, the Call Recording portal will display related data as read-only in the Administration tab to
provide useful information. The Call Recording portal will provide a notification message if an
Administrator attempts to make changes without sufficient authorization.
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Recordings

The Recordings tab view provides access to review and potentially edit the call recordings the Supervisor
manages. This list may include only their own call recordings, or the call recordings of other users they
manage as a Supervisor, where those additional access levels have been licensed, granted, and enabled.

DRIVE
j~
L&

Recordings

ALL CALLS ACTIVE CALLS MY CALLS BY USER BY CLIENT NOT ASSIGNED TO USER BY TAG ADVANCED SEARCH

B8 | SelectaDate Range Selec  or Graup v| | searcnaText Search |~
TNoautorefresh~ | Tags~  &Download = [BExport | More~ 020034 < >
[w] USER DATE TIME DURATION  FROM TO TAGS

[m] User Two - [20 41] Yesterday 1:26PM 40:14 167 31 1 (User Two) ®
0 User Two - [20 11 Yesterday 1:26PM  0:10 167 N 1 (User Two) ®
[w] User Two - [20 1 Aug30,2021  11:18AM  44:54 167 3 20 4 (User Two) 3]
0O ©  UserTwo-[20 1] Aug30,2021  10:36AM 236 <167 31 20 4 (User Two) [i:
(=] User Three - [1 339] Aug30,2021  955AM 310 <167 3 39 (User Three) @
[w] User Three - [2 339 Aug30,2021  954AM 044 170 7 -2 19 (User Three) ®
o User One - [20 16] Aug30,2021  B:27AM 1413 167 3 16 (User One) 3
[m] User One - [20 16] Aug30,2021  820AM 635 167 59 - 16 (User One) E
0 User One - [20 161 Aug30,2021  &I15AM 522 167 i -2 16 (User One) ®
o Pamela Young - [205 9] Aug27,2021  320PM 009 165 “ A )9 (Pamela Young) &
o User One - [20 46] Aug26,2021  411PM 542 +167 590+ 16 (User One) ®
[m] Nicole Luengen - [20 9] Aug26,2021  10:13AM 213 167 59 - 39 (Nicole Luengen) ®
O @  NicoleLuengen-[20 g1 Aug25,2021  11:24AM 1552 <167 FERE PG 39 (Nicole Luengen) ®
O o= PamelaYoung-[205 1 Aug23,2021  219PM 009 +120 5+ 19 (Pamela Young) 2
O =  NicoleLuengen-[20 a1 AUE23,2021  9:54AM 15:34 +167 590+ 39 (Nicole Luengen) ®
O =  NicoleLuengen-[20 91 Aug23,2021  B.44AM 054 167 i 120 39 (Nicole Luengen) 3

Call Recording supports the following call recording views and tools displayed above the list when
viewing the Recordings section.

« All Calls - Displays the full list of all call recording types the Supervisor has access to review.

+ Active Calls - Displays thelist of currently active calls the Supervisor has access to review live
(monitor - only where available/authorized).

3

- My Calls - Displays the list of the Supervisor's call recordings for review (where allowed).

B

+ By User - Displays the list of call recordings the Supervisor has access to review grouped by user
and user group.

B3

> Not Assigned to Users - (Admin access only) Displays any calls recorded on active TNs notyet
assigned to a user in Call Recording.

+ By Category - Displays call recordings grouped by category (where Call Recording Categories are
in use)

+ Advanced Search - Displays the advanced search form forlooking up call recordings in the list
below. Additional search criteria are offered here for more detailed ways to locate data.

Note: All Optional views are permission-based and must be enabled by the organization’s Call
Recording Admin, so the views displayed to you may differ from the example provided here
where all options are presented. Contact your organization’s Call Recording Administrator to
learn more about the tools you have been authorized to use.
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SearchCalls

Call Recording allows foran easy search of calls by utilizing different parameters, such as:

« Date range

« User or Group name

« Any text. Text results found within caller/called phone number, name, and call notes fields, and
(where displayed) custom fields and the transcription verbiage.

Search Calls - Advanced

While in Recording - Click on the Advanced Search tab to view and make use of additional search
criteria drop-down menu items or data-entry fields to find specific call recordings in your list.
Advanced search criteria include:

User or Group Date Call ID Phone numbers (FROM and/or TO)

or Date range Call duration...

Each of these criteria supports the use of different comparison operators for filtering, including:
Equal To, Not equal to, Starts with, Ends with, Includes, Is empty, Not empty, Match simple
pattern, Match regex pattern, Before, After, Between, Older than x days, Newer than x days.

ALLCALLS ACTIVECALLS MY CALLS BY USER BY CLIENT MNOT ASSIGNED TO USER BYTAG ADVANCED SEARCH
& oldertnan Zdays Cizll - Diraction o« s +| | Inbound
+ Add criteria
[ =
ZNoautorefresh~ || Tags- || &Download | RiExport || More- @ o2ofa3 | € | »
(m] DATE TIME DURATION FROM TO
[m] Yesterday 3:09 PM 10 +133 1 +12057 Young)
o Vesteday 12:00 PM 2158 184 : +12087 wont)
[m] Yesarday 11:43 AM 0:00 ~184 i +12057 ot}
o Vescerday 11:42 AM 104 184 o
o Vesmerday 10:37 AM D 184 ot
[m] Yesterday &15AM 26:13 ~184 Tort)
n San & 2071 330 DM nia +133 voung!

Saved Search
You can save the search criteria you just used, and use it in future sessions by clicking

Save Search. Saved searches are displayed to you as search options on the left side of the
screen.

|
Recordings

ALL CALLS ACTIVE CALLS CALLS BY USER NOT ASSIGNED TO USERS BY CATEGORY ADVANCED SEARCH

Q Last 7 days Duration v Greater than v 5:08,
Q Long calls (> 5m)
+ Add Criteria
Q Short calls (< 15 5)
& No auto-refresh - Tags - & Download [# Export More- h
Q sIP protocol  No auto-re ags oa i Expol ore

< No auto-refresh ~ Categories ~ & Download % Delete More ~ 2040 of many < >
Manage Saved Searches
(| TENANT USER DATE TIME DURATION FROM T0
o Flexus Brandon Mar 17, 426 55:47 4041501053 12333001007 (Cedrick B
Thornburg 2016 PM Irons)

o PeriSolutions Ltd Sierra Bowyer Mar 17, 357 8:18 21311005002 (Sierra 7080977305 ®
2016 PM Bowyer)

o PeriSolutions Ltd Yahaira Leon Mar 17, 333 3417 3370610156 21311001008 (Yahaira B
2016 PM Leon)

o PeriSolutions Ltd. Lynn Lafever Mar 17, 242 20:40 21311002004 (Lynn 2989088384 ®
2016 PM Lafever)
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Playback CallRecordings
Inline Basic Audio Player

While in Recordings - Click on the item you wish to review in call recording list to see call details and
a basic media player within the call list.

AMLCALLS  ACTVECALLS  MYCALLS  BYUSER  BYCUENT  NOTASSIGNEDTOUSER  BYTAG | ADVANCEDSEARCH
& ocloermen2asys Call - Direction || w Inbound
R e T +add criteria
B e
S Noautorefresh~ || Tags- || &Download | FiExport | More- 020043 | < | >
o DATE TIME DURATION FROM 10
o Vesierday 309 PM o:10 -1 ung)
o Yesterday 12:00 M N8 +18450867348 +12057187208 (Bill Tremont} a
Group: 31 Dpen In new window 2
From: -1 233 @B v jj
To: -1 ot & - [20 2]
Date/Time:  Vestercay 120058 PM
Duration:
» o 2 | & cave ausiome
More detans || 1= evanate
Notes:  Add nate
a Yesteraay 11243 AM 09 3 -2 or)

Advanced Audio Player

While in Recordings - Click on Open in new window to open a new dialog where detailed call
information along with the tools for working with a more advanced audio player are displayed.
This visual and audio presentation offers an easy way to detect periods of silence and talk-over
within the conversation.

Call +1: 87 > +12f N9

Exit Tags =

Switcn to Dasic piayer e view o

MEDIA PLAYER

L 1 R TN e R LIRS R R

0

» Play | a1 x12 | x5 xn7 x2 & Save audio file

INFO FROM TO
Dst=:  Sep7.2021 Cliert  Unknown client (assign) User: ng-[20
ComnectTime:  11:55:02AM Phone Number 1 Group: 0
Disconnect Time:  11:55:11 AM Prane Name: Pnone Number: ]
Durstien:  0:09 Phone Name:
Watermark:  View g < s o e
4 Live monitor phone +120 199

NOTES

Add note

AUDIT TRAIL

Snow
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Notes

When the Call Recording Supervisor has been given the appropriate authorizations, s/he will be able to view

and add new notes to call recordings.

+ These call notes can bedisplayed inline under the recording and when a recording is opend in a new
window.

+ Notes are displayed in alist from oldest to newest by default.

+ Supervisors may also be granted access to Pin notes to the top of thelist (out of order), Unpin a note
(return itto normal order), or Delete a note, as well.

Call Recording Notes Inline

O © Antonie Parker Jun 10, 2015 917 PM 31:35 21311003000 (Antonie Parker) 6219310492 8
From: 21311003000 (Antonie Parker) Open in new window
To: 6219310492
Date/Time:  Jun 10,2015 9:17:21 PM
Duration: ~ 31:35
Notes: | admin Today, 9:06 PM Unpin % Delete

This is a sales lead. Follow up in 2 weeks

admin Today, 9:07 PM XPintothetop X Delete

Scheduled a demo.

Y
=] Alberta Seifried Jun 10, 2015 9:12PM 3:37 21311001009 (Alberta Seifried) 6309942916 2]
o Tinisha Frost Jun 10, 2015 9:10PM 0:24 6510960318 21311002002 (Tinisha Frost)

Call Recording Notes in New Window

Call 21311003000 -> 6219310492
AUDIO

et s ot R
e fpresbiessipessfnsinopmelpciunts e i

> Play & Save audio file

DATE/TIME FROM TO
Date:  Jun 10,2015 User.  Antonie Parker User:
Connect Time:  9:17:21 PM Phone Number 21311003000 Prone Number: 6219310492
Disconnect Time: ~ 9:48:56 PM Prone Name.  Antonie Parker Phane Name;
Duration:  31:35 Ip-address Ip-address:

Watermark:  View

Notes @

Zunpin X Delete

EPintothetop X Delete

n S
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Tags

Call Recording supports applying tags (categories) to call recordings. When the Supervisor has
appropriate permissions, he or she may create and assign Tags to completed Call Recordings.
This tool is found in the Recordings views. Tags are very useful for reporting.

Recordings

ALL CALLS ACTIVE CALLS MY CALLS EY USER BY CLIENT MOT ASSIGNED TO LISER |

ff | Selecta Date Range Select a User or Group v Searcna Text
% No auto-refresh - Tags - & Download [# Export More- | Selected rows 2
O USER Q| me DURATION FROM
O Cafibration Call
=& Bil 1 S “ boopw  31sE ~12mG
| O Escalated Call |
o e U O Mortn East America Call s h e ~1ERC
= Bil [ O Retention Call Followup ;42 AN 104 +18 6
0. Sales Opporosnity |
O Bil [ @ i = 37 AR 722 +18 6
o il [ hewTag H1S AM 2613 <12 8
Manage Tazs I
o =R - = - £30 PM r1d +13 a3

To Create a Tag

If authorized:

1. Click onthe Tag drop-down above the list.

2. Click on New Tag.

3. Provideor define the following:
» Enter a unique Name.
> Optional - Select a Tag to nest this new one under.
> Definethe Visibility options.

4. Click Save when finished.

To Manage a Tag
If authorized:

1. Click onthe Tag drop-down above the list.
2. Click on Manage Categories.
Select the Tag you wish to modify.
» Click on Edit to modify the name, where it is nested, or visibility options.
» Click on Add Sub-Tag to create a child tag under the selection.

4. Click Save when finished.
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To Apply a Tag
If authorized:
1. Click to select (checkmark) one or more call recordings in the list.

Click the Tags buttonto view available options and alookup tool.

2
3. Select one or more Tags from those listed to which you would like to assign the call.
4

Click Apply.
Recordings
ALLCALLS | ACTWECALLS  MYCALLS  BYUSER  BYCUENT  NOTASSIGNEDTOUSER  BYTAG  ADVE

[ | SelectzDateRangs Select 3 Liser or Group " Searcn a Text

©Noautorefresh~ || Tags= || &Download || RExport | More= | Selsctsd rows 2

o USER Q| me DURATION  FROM 0

= Bil 1 Coimeation €| * poopMm 3158 18 15 3t
O Escalzted Cal |

o Bl i ha3aM o9 -8 B 120

2 8 O Retention Call Foliow up hazam 1M -3 ] 120
& Sales Opportuni |

o Bil tes DRFRITLY T pamam 72 pet 8 1208

o Bl Apply 15AM 2613 -1 18 120

o Par 1 $ Sep 8 2021 330PM 04 4 120

Authorized Supervisors may download and save selected recordings as .wav files while in the
Recordings tab view.

When ready:

—_

Select one or more recordings in the list using the adjacent check box(es) .

Click onthe Download link to instruct the app to prepare the files fordownload to .wav.
Click onthe link that displays once the files are ready fordownload.

e

Click Close in the pop-up dialog once the zip file
has completed the download.

MiaRec

5. Click onthe call.zip file that downloads to your pc
(check the bottom of the browser window, or in the Close
toolbarforMacs)to openand/or save to a file location
using the browsing tools.

Export

Authorized Supervisors or Admins may have permissionto Exporttheinformationaboutoneor
more call recordings in their list as .csv (Excel) files. This action can be performed manually: Note:
Storage limitations are license based and the file type used to export the files is pre-defined.
1. Select one or more recordings to be saved to an excel spreadsheet using the adjacent check
box(es) M in the table list.
2. Click onthe Export link above the list to instruct the MisRec
system to prepare the file.
3. Click onthe link that displays once the file is ready
forexport to download.

4. Clickonthe downloaded file to open and/or save to a file location.

5. Click Close in the pop-up dialog once the task has been completed.
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Assign to Client

Call Recording supports the ability to assign a Client to calls. When the Supervisor has
appropriate permissions, s/he may create and assign a Client tag to completed Call Recordings.
This tool is found in the Recordings views. The system will automatically include the Client
assignment to the number in future interactions. This tool is very useful in reporting or when
searching. Authorized Supervisors will be able to manage client assignments for a recording /nline
while viewing the Recordings list or while working in the call details view (open in new window).

To Assign to Client
If authorized:
e en G s 2]
1. Click on the assign to client link while o | OIS
viewing a recording (inline or details view). From: | 16783999531 @) assign o iy
2. Selectaclientfromthe drop-down S o
option list. . )
Assign call to client
3. Optional: M to add this phone number to
the client I
4. Optional: M to apply this rule to all similar Rasigneo Cliene | Seket o s »| create cren:
calls in the future. @ Add s prone number totheclent
5. Click Save when finished. RSN
e,
To Create a Client
If authorized:
1. Click on the assign to client link to view the Assign call to client dialog.
2. Click on the Create client link (far right).
3. Enter a unique Name¥* (displays for selection)
4. Contacts / Phone Numbers* - Ensure there is at least one phone number

populated or edit as needed. format = +ten-digits no spaces. Example: +12345678

u

Optional Name - Enter a contact or location here, as desired.

Optional: Click on the + add contact / phone number to include more phone
numbers for this Client, repeat as needed.

7. Click Save. This client is now assigned to the number(s) defined and will be available
for future assignment selections.

Add Client

Name * New Acme Wonder Biz

Contacts / phone numbers * Phone | +167 531 Name (optional) | Bob

Phone | +167 332 Name (optional) | Jand

+ Add contact / phone number
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To View Calls Assigned to Client
If authorized:

1. While reviewing a call recording that has a Client assignment:

2. Click on the client name.
The application opens a new view providing a list of calls that have this client
assignment.

Client «Widgets Company» XY coeeciene

Name:  Widgets Company

Contacts:  =16783378768 (John Thompson)

+16783999531
Calls

£  Select a Date Range Select a User or Group - Search a Text Search =
Z No auto-refresh ~ [ Export % Delete More ~ 0-90f3 < >
(] USER DATE TIME DURATION FROM T0 TAGS

a User Three - [2059187339] Aug 30, 2021 9:55 AM 310 +16783999531 +12059187339 (User Three) 23]
m] User One - [2057191946] Aug 30, 2021 8:20 AM 6:35 +16783378769 +12057191946 (User One) 2}
(B User One - [2057191946] Aug 30, 2021 8:15AM 5:22 +16783378769 +12057191946 (User One) B
O User One - [2057191946] Aug 26, 2021 4:11 PM 5:42 +16783378769 +12057191946 {User One) 23]
] Nicole Luengen - [2055786839] Aug 25,@2] 10:13 AM 213 +16783378769 +12055786839 (Nicole Luengen) 3}
0O = Nicole Luengen - [2055786839] Aug 23, 2021 9:54 AM 15:34 +1678337876% +12055786839 (Nicale Luengen) B8
0 = Nicole Luengen - [2055786839] Aug 23, 2021 8:44 AM 0:54 +1678337876% +12055786832 (Nicole Luengen) B
O ©i= Nicole Luengen - [2055786839] Aug 23, 2021 8:43 AM 0:08 +1678337876% +12055786839 (Nicole Luengen) &3]
O Nicole Luengen - [2055786839] Aug 23, 2021 8:26 AM 1:08 +16783378765 +12055786839 (Nicole Luengen) Escalated Call (23]
20 v perpage 090f3 € >

This dialog also offers tools to Edit Client details or to Delete Client.

To Delete a Client
Use Caution - this action is immediate.

1. Click onthe Delete Clientlink. The listis updated and displays to show that the

clienthas been removed.

Note: The Delete Client action isimmediate and removes the client assignment
from all calls, deletes the custom field, and deletes the item from the selection
list; however Call Recording offers a chance to Undo the action if performed
erroneously.

Custom field has been deleted. UNDO

LIOIG] 1 ]X]

FIBER NETWORKS



CALL RECORDING SUPERVISOR QUICK REFERENCE GUIDE

Confidential B

® Call Recordings marked with a Lock icon are Confidential and are not available for review RECC
by other Supervisors (unless otherwise authorized to do so by an Admin).

A call recording may be marked as "Confidential" either manually by a Supervisor or
Administrator who has been granted access to do so - or automatically by the system for
certain call types, specific users, or specific groups as defined by an authorized
Administrator. Many organizations set internal employee to employee calls to Confidential 8 se
automatically - ormay do so forspecificgroups of users within the enterprise (e.g., the CEO

orthe HR department). S Noaut

ALLCR

(]

In some organizations, specific supervisors may be granted access to manage call recording
Confidential flags, and may or may not be allowed to review call recordings marked as
Confidential. If so, the Confidential button is shown to the Supervisor in the Recordings view
(see More...) and in the Call Details view as a button option. The settings that allow call
recordings to be marked as Confidential are defined by a Call Recording Administrator. This
feature is often utilized to ensure that calls between HR and employees remain secured, or
calls made by an executive or upper management are not available for review by
unauthorized personnel.

Q Q|00

Typically, all recorded agent/user conversations would be available for review by their Supervisor. If a
call recording is marked as Confidential, then the call recording would not be available for review by the
Supervisor unless that Supervisor was specifically authorized to view the Confidential Calls of others -
this would be defined by an authorized Administrator.

Automatically Mark as Confidential

An Administrator may enable the Confidential Calls Mark all calls of this user as confidential setting in
the Recording Settings section of the user's profile. When enabled, all call recordings are marked
confidential as a default, and only a Supervisor or Admin with enough authorization to override and
view Confidential calls can see or work with the call recordings that are marked confidential.

Manually Mark as Confidential

In this case, authorized Supervisors or Admins may be authorized to mark calls as confidential manually
if the Administrator enabled the permissions to do so for their own calls or for the calls of those assigned
to them. Note: For most users, this is not typically enabled and it is not recommended that it be enabled.
For those who should be allowed to set or clear the Confidential flag on other’s call recordings (e.g.,
specifically authorized Supervisors or Administrators), the Set Confidential Flag and Clear Confidential

Flag settings should be set to Enabled in the Access Other Calls area. And if the Supervisor (or Admin)
should also be able to Override and View the calls others have set to Confidential, the Access Confidential

Calls View setting should be set to Enabled.
Note: Call Recordings cannot be shared if they are set to Confidential.

While looking at the Recordings list, the More drop-down offers access to flag

More - (|,
one or more selected recordings below as Confidential for authorized users. |4@
Mark az confidentisl - N
While viewing a recording details and Open in new window, authorized users oo
may see the Mark as confidential button (top right). o0 31
Call +13 34 > +12C 99

dit Tags -

MEDIA PLAYER Switcn 10 Dasic piayer

B QT I Y SO V0 VS0 WS PR GOV PO W T
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Access Confidential Calls

An Administrator may grant permission to some Supervisors or Admins to review others' confidential call
recordings. As an example, company HR executives may be assigned to a group that is granted such
access. The permissions for this are also configured by an Administrator in the Manage Users > Roles
page. (this is a Service Provider level task.)

For supervisors who may see others’ confidential recordings, the options to allow set or clear
confidentail flag in access other calls would be needed to flag calls appropriately.

Configure Roles

Configure Groups View Edit Delete all | none
Configure Users & view O Edit & Delete all | none
Access Own Calls view Playback Trigg, Categorize all | none
Add notes [ @& setconfidential flag | qmearconﬁdenue\flag ]
Edit Delete
Access Other Calls View Playback Trigger gB-demand Live menitor all | none
Categorize Addnotes | @ Setconfidential flag
@ Clear confidential flag Edit Delete
Access Confidential Calls & View all | none
Access Public Categories View Edit Delete all | none

When the Access Confidential Calls - View setting is enabled foran Admin or Supervisor, they will
be able to see orlisten to the call recordings they may review that have been marked Confidential. If

the View setting is not enabled, all Call Recordings marked Confidential will unavailable to the
Supervisor for review.

DRIVE
1~

U
! 26@090&13287900 e\m

Back Office.

AUDIO

»Play & saveaudio file

DATE/TIME FROM TO

Date:  Jul 19, 2015 ser Unknown User (assign) Jser Unknown User (assign)

1T PM Phone Number: 264460096 Phone Number: 313287900

B17:29 P Phone Name:

Juration: 002 paddress  192.168.2.84 (3000) paddress: 192 168.2.5 (5070)
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Multi-PartCalls - Interactions

Call Recording automatically recognizes multiple call parts within a longer interaction with a caller. For
example, when a call comes in and has been transferred from one agent to another, when a call has been
put on hold and resumed, or when an agent made a consultative call to his/her supervisor and then resumed
the initial call.

When a call is a part of longer interaction, a special icon is displayed next to it within the calls list(s), and a
message is displayed indicating that ‘This call is part of longer interaction’, which also provides a quick link to
the interaction view for the call recording.

Recordings

ALLCALLS | ACTIVECALLS  MYCALLS  BYUSER  NOTASSIGNED TO USERS  BY CATEGORY

B3 | selecta Date Range Antonie Parker * v | searchaText Search =
0-200fmany <

DURATION CATEGORIES

Yeserday 14:15:16

023

4 save audio file

= Antonie Parker Yesterday 214PM 04 200 (Fest User) 205
B Antonie Parker Vesterday 214PM 020 200 (Test Usen) 205

Antonie Parker Yesterday 213PM 011 200 (Test User) 208

0ODo0oDO0O

Antonie Parker Yesterday 213PM 016 200 (Test Usen) 205

Supported Multi-Part Call Scenarios
Call Recording merges multiple call parts into a single interaction in the following call scenarios:

« Aninbound call is transferred from one agent to another; both parts of the call are added to
the interaction.

« An agent puts their first call on hold, makes an outbound consultative call, and then returns to
their original call. In this case, all 3 calls will be added to the interaction.

« An agent has an active call occurring, and he/she receives a second incoming call. The agent
places the first call on hold and proceeds to answer the new call.
The agent then returns to their original call. In this scenario, the incoming call that occurs
between the hold/resume event is treated as an outside interaction. Only the 1st and the 3rd
call parts will be added to the interaction.

Multi-part calls are stored internally in the database as multiple calls that are linked. When played
in the Call Recording portal, they are displayed to the Supervisor as a single audio file for the
entire communication string. This makes it easy to play back the whole set of interactions with the
caller by simply clicking the Play button.
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Interaction

INTERACTION | CALL[1]  CALL[2)  CALL[3]

AUDIO

Switch to basic player

bt I oDl i I e e PR
W

» Play EndTime:  10:21:46 PM

“'“""W’" W‘*Wﬂ - #'* Mﬂ" b MH»‘ M H»HI Duration: 35 seconds ’0 MHW‘M**

o 10 20 30 4 4 Calldetals 1:10
B-8 I
@-
Silence between call segments has been removed
& save audio file

DATA/TIME

BeginTime: ~ Yesterday, 10:20:25 PM
EndTime:  Yesterday, 10:21:46 PM

Total Duration: ~ 1:21

Call Recording automatically recognizes multiple call parts of longer interaction, for example, when a call
has been transferred from one agent to another, or when a call has been put on hold, the agent made a
consultative call to his/her supervisor and then resumed the initial call.

On the recordings page, users can see if the call segment is a part of alonger interaction.

[m] AER DATE TIME DURATION FROM TO

o @- Carrol Robards Nov 20, 2017 6:59 PM 1:41 +131 I 8083 IINICSR Sosi)
O @) carrolRobards Mov 20, 2017 6:56 PM 2:52 03N (CSR ROSII) 2056
] Carrol Robards Nov 20, 2017 6:50 PM 5:40 +131 S0SMI (CSR 808 [N @

Viewing Multi-Part Calls

Each call segment is shown on a timeline. Users can navigate easily to the next segment for
playback using the tools provided or by clicking within the appropriate interaction segment.

i | caim  cwp /

MEDIA PLAYER

Switen ta basic player | Wide view o

'y (S SR T N AREE 1Y wop e e cabibe N
. Chretbeltp e b ] - e L Y T M B RITRRE S

WO a B H U 0 40 e ZUU 20D 2D ZU0 med SBN EU SIb Sl E) S SHU GEU 40 420 451 340 SN S el 02w

wPlay  &Saveaudiofile /

ALL CALLS IN THIS INTERACTION

TIME  DURATION FROM ->TO TIMELINE

B0 PN biAU =137 DSOS ISR 0

EH6PM 2:52 sos N csk sos D - 2056

E5GPM 101 127 - s SR Eospmm
On-DemandRecording

When a Supervisor is configured to use on-demand recording tools via their desktop phone, they may be
authorized to activate/deactivate a call recording in near real-time while the callis active. Group

supervisors may also be authorized to activate/deactivate call recording while a call is active for the users
assigned to the groups they manage.
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Where available for a supervisor:

Click onan in progress call in the Active Calls list to view the Call Status display.

This view shows the current call state, call duration, the On-Demand recording tools
(Start/Disable, Pause), the Recording state, and for authorized Supervisors with the
appropriate setup downloaded and enabled, the Live Monitoring tools are shown here too.

Call 1001 -> 1003

CALL STATUS

Call State:  In progess...

Duration:  45:44

On-demand recording:  IRETFETEEIIAERIGELN Disable Recording

Recording State:  Pause Recording

Live Menitoring 49 Monitor this call

Click on an available button or link in this view to Enable/Disable Recording, Pause/Resume Recording,
etc.

If the Supervisor decides during a call that he/she would like to keep a recording, then a call recording
will be stored in Call Recording from the very beginning of a call. (AKA “lookback” - see below).

Look-Back Recording

When On Demand is in use, Call Recording supports look-back recording. This simply means that Call
Recording can be setup to provide an entire call's contents ondemand as a recording if the Supervisor
decides at any time - even during the last moment of a call - to manually start saving the recording. The
whole conversation will then bestored in the Call Recording database and available for review. Where
enabled foruse, this works at any time before termination of the call.

During a call, an agent or his/her supervisor should select Active Call in Call Recording web interface and
click the Open in new window button. Inside the opened web-page he/she will be able to see their on-
demand controls.

Pause/Resume Recordings

The Call Recording portal also allows authorized users to see active (in progress) call recordings and
offers the ability to manually pause/resume an ‘in progress’ call recording in accordance with PCl
requirements.

While logged into the Call Recording web portal, authorized users may access the call recording
management tools in the Call Details view during a live (active) call to pause/resume call recording, as
needed.

Call 1001 -> 1003
CALL STATUS

Call State:  In progess...

Duration:  45:44

On-demand recording: + Call is beeing recorded [EETER LTSN
| Recording State Resume Recording |

Live Monitoring: ) Monitor this call
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Reports

Call Recording provides extensive and useful reporting to authorized Supervisors and Admins.

DRIVE
i~
| W
Reports
Reports
& Reports <
REPORTS EVALUATION REPORTS
& Evaluation Reports <
# Recentreports £ All Reports
# My reports £ Group Reports
# All reports % Agent Reports

Access to the Reports section (where enabled) is provided as atab in the toolbar for authorized
Supervisors. Call Recording offers multiple built-in reports, including customizable styles like:

Audit trail reports (details or summary)
« Calls reports (details, summary, or group with direction)
»  Group reports (summary or summary with drill-down)
% Interval call summary report
« User reports (call summary or details)

Reports offer extensive filtering options to allow users to customize as needed to gather helpful
statistics. Typical usage might include:

Per Day reports

Per Group reports

Per User reports

Agent Evaluation reports

Call detail reports, and more...
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ToCreateaReport
While working in Reports:

Reports

Create Report «Group call summary with drill-down»

Repars Tide

& Cualuation REpoIts

1. Click the + Create buttonto open the Create
Report dialog and begin.

2. Select a Report Type (required) from the
drop-down selection tool and click Continue. s [
displays all options for creating the o
type of report selected.

For our example the Group Summary with
drill-down report was selected. . e

The example image here = : Co
shows the fields and display options available to
define during creation or editing for this report.

3. Enter orselect appropriate informationin all e
required fields and any options.

» Report Title: Required. Enter a short
unique name forviewing in selection lists —
followed by a concise description and
any basic visibility, printing, caching, and T
access options for others. ‘

» Summary Attributes: Define Summary
table data and column attributes

» Chart: Choose and define chart style

SORTING

attributes.
» Sorting: Choose and define Sorting s
attributes
» Columns: Define table column specific = .T* —
attributes BEEEEER

» Filtering Criteria: Add specific criteria to
use forfiltering this report (optional)

» Send Report by Email: Define whether the . S
report will be automatically run and sent [)
via email. Fry—

» Schedule: Choose and define how often

the reportis run.

4. Click save when finished to update the
system with the new report

Or click Save and Run to save and
immediately run the report manually, as well.

Note: All report styles will have specific pre-
defined setup requirements and options.
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ToEditaReport

While viewing Reports:

1. Locate and opena report.
2. Click on Edit.
3. Make changes as needed to required and optional fields or settings.
4. Click Save when finished.
ToView/RunaReport

While viewing Reports:

1. Select a Report from all Calls, Group Calls, User Calls or Evaluation Reports
2. Click onit to display the default data defined during setup of thereport.
3. Modify filters like the period or click on a single user/agent etc. as needed to drill down.

The Reports section titled Evaluation Reports (where available to the Supervisor) offers options
for creating (if authorized) or viewing and running new evaluation forms to gather the results
of evaluations and performance statistics. Similar steps are taken to create or manage Evaluate
forms. Ref: Evaluate.

Reports

& AllCalls Agent Performance Summary Report
& Tenants Sales Department % |v BPeriod = 2015/08/25 - 2015/09/23
& Group Calls 20 100

& User Calls

& Evaluation Reports &
All evaluation reports
Agent performance summary

Agent performance report

AGENT TOTAL EVALUATIONS MIN SCORE MAX SCORE AVG SCORE

Audit Trail

All call recordings are logged and all actions taken on a call recording (Notes, Delete, Create, Playback,
Confidential, Pause, etc.) are saved to the Administrator's audit log. Access to review the audit trail data is
provided to specifically authorized Administrators only.

Custom Fields

Call Recording supports the creation of custom fields by authorized Administrators. These may be used for
storing ordisplaying any data, like an order number, support ticket number, product name, call campaign,
etc.

The custom fields are often used to to display information in the Recordings call list.
In the following example the Order # and Campaign fields were added to the display as Custom Fields:
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Recordings

ALL CALLS ACTIVE CALLS MY CALLS BY USER NOT ASSIGNED TO USER BY CATEGORY ADVANCED SEARCH

New fields may be

f  Selecta Date Range Technical Support x v Search a Text displayed in columns arch |«
< No auto-refresh ~ Categories ~ & Download X Delete More ~ 0-200fmany < >

O user DATE TIME DURATION  FROM TO ORDER#  CAMPAIGN

O Jamie Hernadez ~ Oct24,2015  421PM 0:27 21311005003 (Jamie Hernadez) 2228865533 10001 CampaignA | @

O Jamie Hernadez ~ Oct23,2015  %:11PM 0:49 6597162111 21311005003 (Jamie Hernadez) 10002 CampaignB | @

=] Tracy Hash 0Oct 23,2015 822AM 0:24 21311005004 (Tracy Hash) 5370521272 ®

] Gwyn Brace 0Ocr22, 2015 1239 PM 2:36 5690871923 21311005100 (Gwyn Brace) ®

Additionally, Custom Field values can be setup by an authorized Admin to display information within the Call
Details view:

Call 21311005003 -> 2228865533

AUDIO Switch to basic player
B e w0
[ it sl e -

»Play | L saveaudiofile

INFO FROM TO
Date: Oce24,2015 User User
e R Group:  Technical Support Phone Number: 2228865533
py View cusiom fiskis Phone Number: 21311005003 Prane Name:
in call details
Prone Name:  Jamie Hernadez Prone i
Phone i Ip-aress
Ip-asdress:
4 Live monitor phone 2228865533
48 Live monitor phone 21311005003

If a Custom Field displays in a table view with Search or Advanced Search tools available, the data shown
can also beused as a Search term.

ALLCALLS | ACTVECALLS  MYCALLS  BYUsER  NOTASSIGND  guick search within custom fields tm-
. SEaeee
B | Selecta Date Range Technical Support %+ | 10002 Search | =
T No auto-refresh ~ Categories v & Download x Delete Mare - 0-30f3 & >
O user DATE TIME DURATION  FROM T0 ORDER#  CAMPAIGN
O jomicHemadez  0er23,2015  STPM 049 6587162111 21311005003 (emie Hernadez) 10002 Compaign8 @
a Sierra Bowyer junS, 2015 11:37 AM 20:40 21311005002 (Sierra Bowyer} 2021000288 =]
O SeraBowyer  Jul252014  710AM 343 21371005002 (Sierra Bowyer) 1610002548 @
20 v perpage 030f3 € >
ALLS Advanced search within custom fields |ser  BYCATEGORY | ADVANCED SEARCH
‘ Order # v Equal To v 10002
+ Add Criteria
ZNo fresh~ i & X Delete  More~ 010f1 < | >
a DATE TIME DURATION FROM TO0 ORDER # CAMPAIGN
O oc23,2015  S1PM 049 6557162111 21311005003 (Jamie Hernadez) 10002 CampaignB @
20 7 perpage 010f1 < | >

Note: Custom Fields are generally read-only. Access to edit the data types shown in custom fields on the Call
Details page is only available where a Supervisor has been authorized to do so by the organization’s Call Recording
Admin. Access to edit the data displayed in a Custom Field also requires authorization.
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Call 6597162111 -> 21311005003

AUDIO

e - -
e "
> Play & Save audio file
INFO FROM T0
Connect Time:  9:11:35 PM Phone Number. 6587162111 Group:  Technical Support
Discarin| Authorized users may Phone Number: 21311005003
edit fields inline } Phore Name:  Jamie Hernadez
Warermark: \ éw Phone ld:
Order#: | 10007| | S e Ll L
Campaign:  Campaign : ’ e
Watermark
Call Recording supports tamper-proof watermarking or also known as the File Integrity Status of audio
files.

To review the Watermark status while in the
Call Details view:

Watermark Verification

1. Click onthe View link next to Watermark in
the Date/Time section.
The File Integrity Status line shows the current
verification indicator.

2. Click Close when finished to exit the dialog.

Multi-Language Interface

Call Recording supports the use of a multi-language user interface. This makes it possible for different
users to select different languages (where it is enabled for use). Check with your Administrator or the
Service Provider fora list of supported languages inyour system.

Note: Administrators may have access to set the language availability on multiple levels:

o Default language forall users (menu Administration > System > Language).
o Default language for tenant when multi-tenancy is enabled.

o Defaultlanguage forgroup.

e lLanguage forindividual users.

&0 Smith - 2

Tablero

In this example, the Call Recording
web portal is displayed in Spanish: o 5 0hom oo

ULTIMOS 30 DIiAS (LLAMADAS POR DiA) LLAMADAS ACTIVAS EN TIEMPO REAL

. .
2 “ I I 2
. INEE B ENR 1 m

e o
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Phone Device Integrations

Call Recording also supports call control configurations for managing recording activity from devices or
applications integrated with the Call Recording portal. This includes multiple phone/device types. Options for such
configurations include On-Demand recording and Pause/Resume recording.

SignInto Call Recording

The first time a user accesses the Call Recording phone services on the device, a login page is displayed. The
user must enter their PIN to access the phone services. This is the same PIN that was configured on the user
profile in the Call Recording web portal. Contact your organization’s Call Recording Administrator for
assistance or to receive your PIN.

Activate Call Controls

Tap the Call Recording access Soft Key to view call recording control options. In this
example Call Recording (MiaRec) is integrated on a Cisco IP Phone:

Pause / Resume:
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On-DemandonPhoneDevices
Cisco and Cisco SPA Phones

Cisco IP phones may be configured with softkey access to enable or disable recordings and/or
pause or resume the recording during a call to comply with PCl requirements.

alled: 10
Status: Call is being recorded

Call Recording also integrates with Cisco SPA service phones to provide on-demand recording control using
a Record|No Record and/or Pause|Resume softkeys on the device.

This example shows a Cisco SPA 504G with the Call Recording XML application recording controls
configuration in use:

CISCO IP PHONE
SPAS04G

Poly VVX Phones

Call Recording integrates with Polycom VVX series phones to provide on-demand recording
controls using softkeys. This example shows a Poly VVX 400 series phone with Call
Recording XML application recording controls configuration in use:

Call recording services

ACTIVE CALL

From: 289667883

To: 300

Status: NOT RECORDING
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Yealink Phones

Call Recording can integrate with Yealink phones to provide on-demand recording control using
softkeys. The examples below show Yealink T46S and T48S devices with the recording controls in
use for Yealink T46S / Call Recording softkey integration. Users can press Record | No Record and/
or Pause |Resume softkey buttons during a call to selectively record some calls (on-demand
recording) or portions of calls (for Privacy compliance). For Example:

Recording controls Recording controls

From: 458568222 From: 458568222
To: 300 To: 300

RECORDING & NOT RECORDING

No Record Pause Refresh Relrest‘u

Yealink T48S / Call Recording softkey integrations offer similar softkey functionality
on atouch screen interface.

I3 4085800126 12:56 Fri, Feb 23

< 4085800126 | jheco iy Comrroks ® MioRec

From: 565977768
To: 300

¥ 4085800126 12:56 Fri, Feb 23

Recording controls
From: 624775249
To: 300

RECORDING | Nor recorome

No Record Pause Refresh

Pause/ResumeonPhoneDevices

Some examples of call recording controls and use for Cisco, Poly and Yealink phones are shown
below.

Cisco and Cisco SPA Phones

Users/Agents may be enabled to use their Cisco IP [
phones to pause/resume recording to comply with PCI 22:20 01/06/16 1003
requirements. , e o2

~ " MiaRec'™
1. Click the Call Recording line key to access Call i

Recording control soft keys. S r
2. Click the Record button at the bottom to enable ; Vour it oplons .
recording. | _ mm ]

4 _———_.—-——-

3. Click the Pause button at the bottom to pause
(mute) recording.

Contact your Administrator if you receive an error
message or need assistance with permission
changes to your user role profile.
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The screen updates automatically to offer useful task options and information about your current
state as you select a recording control. A SoftKey is displayed on Cisco SPA series phones when

phone services are configured properly.

uaz 00 01/06/16 1003

i ﬁzz 00 01/06/16 1003
~ @Recording controls 2 W Recording controls ,

| ! j22:00 01/06/16 1003

BE "‘ﬁ
| @@ Recording controls »

Called: 1001
Status: RECORDING (PAUSED)

Polycom VVX Phones
Users may have access to use their Polycom VVX phones to pause/resume recording to comply with
PCl requirements. A Soft Key for Call Recording is displayed on a Polycom VWX phone when phone

services are configured properly. For example:

Polycom

Tuesday, November 29

%"‘Wﬂmm

MiaRec  End Call  Confrnc Lines

Click the recording control soft key buttonto access the Recording controls in the display.
These may include No Record, Pause, Refresh, and Resume

Press the Pause soft key button to pause (mute) recording temporarily.
Press the Resume softkey button to (unmute) recording for the call.

Yealink Phones

Call Recording can be integrated with Yealink phones to provide pause/resume recording control
using softkey for PClcompliance. The photos belowshow examples of Yealink T46S and T48S with
the Call Recording integration configured to use Pause / Resume in action.

0 4085800126 12'56 Fri, Feb 23

Recording controls.
Recording controls.
-
From: 458568222 4085800126
e O comams
o

| RECORDING (PAUSED)

C 5 S e
No Record sume Refresh = =

No Record
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Password Changes

~ Important Note: If your organization is using Single Sign On, this feature may not be available in the
A0 call Recording portal. The password should be changed in the My Cloud Services Portal to ensure
continuity and continued access using a Single Sign-On (SSO) protocol. A change to the password
made in the Call Recording Portal has the potential to negatively affect your single sign-on access
credentials and disallow normal SSO access to the Call Recording Portal. Contact your organization's

Call Recording Admin for guidance or the Service Provider for assistance.

To Change YourSingle SignOn (SSO) Password

This action will update the password credential used to signinto Call Recording and any other
applications from the Service Provider that are integrated using a Single Sign-On (one password)
protocol.

1. Log into the My Cloud Services Portal as usual.

2. Click onthe Change Password buttonin your Dashboard'’s Profile card.

3. Followthe instructions to create and save a new password credential.
Admins in the My Cloud Service Portal may also go to Locations & Groups > Edit > Manage
Users or the User's Dashboard Profile card and update the password for a user.

ToChangeYourPasswordin Non-SSOEnvironments

Where the organization is not set up to make use of Single Sign On protocols, and direct login to the portal
online via website URL is in effect, use the following instructions to modify the Password: Caution: Use the
instructions above if your organization uses SSO (or Active Directory) protocols. Contact your organization’s
Call Recording Admin for more information.

1. Click on yourlogin name in the right top corner of the toolbar.

2. Select Change my password from drop-down menu.

3. Supply the requested informationin the fields provided.
Please note and implement any password formatting requirments in use by your organization.

4. Click Save when finished to update the credential and begin using the new password to sign into
the Call Recording portal.

, For HIPAA, PCI, PII, etc. data security compliance, the following minimum password/
passphrase policy requirements should be in place for Call Recording portal access:

v' Passwords/passphrases must have a minimum length of eight characters.
(PCI/PIl requires a minimum of 7 characters while HIPAA requires a minimum of 8 characters)

v Passwords/passphrases must contain numbers, alphabetic, and special characters.
v' Users should berequired to change passwords/passphrases at least every 90 days.

v' Password/passphrase parameters must be set to require the new password/passphraseto be
different from the previous four (4) passwords/passphrases.

v' First-time passwords/passphrases for new users and reset passwords/passphrases for existing
should be set to require a change during the first use.

v Limit repeated access attempts by locking out the user ID after not more than six (6) attempts.
Once a user is locked out of his account, the account remains locked for a minimum of 30 minutes
oruntil a system administrator resets the account and allows access again. The default setting for
this allows up to 3 failed attempts to log in, upon the 4th failed attempt, the system gives a 15
second time out and then adds 15 more seconds to the time out period with each failure
thereafter. Contact your admin for assistance.

v' Passwords/passphrases must be encrypted during transmission and storage.
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Add-Ons ($)

Evaluate

($) The optional add-on Evaluate module provides Supervisors with an evaluation form development
and managementtool that makes it easy to create evaluation reports and use them to reporton
individual user/agent recorded calls and group call performance.

When this add-onlicense is purchased for one or more license holders and enabled by the
organization, and a Supervisor or Admin is authorized to access the recordings of those with this
license to add evaluation score cards to recorded calls, a button to access and work with the

Evaluate forms is displayed in the Call Recording’s Details view.

Prerequisites:

« The Supervisor should have appropriate permissions to evaluate recorded calls of license holders
in their Managed Groups. (Ref. Roles - see your Admin for assistance with this level of access)

« The agent/user under review in the Recordings details view must have an Evaluate license (add-on)
assigned and enabled on their profilein order forthe Supervisorto perform evaluations on their
call recordings..

To Evaluate a Recording

1. Select a call recording to view details
2. Click onthe "Evaluate" button in the call details window.

O Jamie Hernadez

Oct 24, 2015 421 PM 0:27 2228865533

21311005003 (Jamie Hernadez)

From: 21311005003 (Jamie Hernadez) Open in new window

To:
Date/Time:

Duration:

Notes:

2228865533

Oct 24,2015 &21:44 PM

027

& save audio file
i= Evaluate

More decails

Add note

3. Choose an evaluation form to use for this call recording and the user/agent to be evaluated.

Select Evaluation Form

Evaluation Form * Inbound Tech Suppart

Agent * Jamie Hemadez

4. Listen to the call recording and answer the oA EYaliaton hepors

questions that have been created for use in this
evaluation form.

aupio

DO O A 0ol O M Wi

} i 3

e B b

bboy A Sace sudiofie

5. Click Save when finished.
Once completed and saved, the call will be
scored from 0to 100 points, oras defined by
the creator of the form.

EVALUATION REPORT GREETING
D4 Uhe agent sy “Thak you fo calbg™? ®m

oid the sgent mention hisrhee name? o=

04 the agent mention the company name? "= e

CALL DETAILS

M 1,297, mox33 A

VERIFICATION
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To Manage Evaluate Forms

Supervisors (or Admins) provided with access permissions to Create and manage Evaluate forms
can do so by going to: Administration > Customization > Evaluate Form Designer.

Smith - [20

@ Dustboard  BRecordings st Reporss - .

Administration

Custom

Evaluation Forms

£ Customization v Search by Name

Administration

Search | ~

» Evaluation Form + Add % Delete 020f2.| €| >
Designer
a 0O Name

O  Quality Assurance View Sections |2 Edit Form |
O  Troubleshooting
20 per page 0-20f2 £ >

a. To Search through a list of Evaluate forms, type useful term (name) in the Search field and click Search.

b. To View sections already created within a form, click the View Sections button adjacent to a listing

To Edit a form, click the Edit Form button adjacent to the desired listing

d. To Create a new Evaluate Form, click onthe Add button above the list.
Provide a unique name and any other optional information requested in the Add dialog, and click Save. Once
created, the new form is added to the list and may be Edited to include Sections and the Questions or
evaluation notes needed for those sections. Click Edit next to the desired form and then Add sections and
Add questions to those sections as needed and Save.

Administration > Customization > Evaluation Form Designer > Example Form > The Agent provided hisiher name

ation > Evaluation F

Evaluation Form

Add Question

Name:  Example Form Question * The Agent repeated/confirmed customer query
Description: ~ conclse description of the purpose
Description
SECTIONS 2
Type @ Multiple choice
+ Add section Numeric value
TILE Display N/A option Allow to mark question N/A
~ INTRODUCTIONS . _ .
Cheices * e ‘ i ‘ o defaulc
Agent provided his/her name
No [ Points. defaule
The Agent repeated/confirmed customer query
N/A NIA .| & default
~  HELPFULNESS EATLOto
Agent quickly provided useful instructions or remedy Display As Choice (multiine)

t was friendly/elpful

Agent offered upsell only as appropriate/helpful

Weight

Order

Choice (single-line)

@® Drop-down fist
10

1

o

e. To Clone aform, click the Edit button > Clone Form and then make changes to the form name, sections or
questions, as needed.

f. To Delete a form, click the Edit button > Delete Form. Note: authorization required - use with caution.
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Live Monitoring

Add-On.$$ The Live Monitoring feature allows authorized Supervisors or Admins to listen to the active calls of
agents or users assigned to them in real-time. This feature helps Supervisors monitor customer service in real-
time, train new employees, and quickly alleviate problems. A special Add-On ($) license must be purchased
per assigned Agent/User (who will be monitored during calls) by an authorized (additional license assigned)
Supervisor. Live monitoring feature is built into the Call Recording recording core and ready for integration
once purchased, however it does not need to be enabled. Live monitoring does not depend on a phone
system and works with any recording method once the Supervisoris granted permission to ‘Live Monitor’
others' calls (check with your Admin).

Live Monitoring supports Single Call or Consecutive Call monitoring.

Call 736725534 -> 322988703 [ sk o coigmn |
-
CALL STATUS

N peagrens.
w1

murs Hecardng
0

LIVE MONITORING

e =i+ 3

WStep Ive monlcoring

3

INFO CALLER PARTY CALLED PARTY

+ Unknown client {asige

Dare:  Toeay Phonssirnar  TISTISSRM oup:  Agents

Monitor a Single Call

Supervisors can use this mode to listen in on a single call and automatically terminate the call
monitoring session when the call ends. If the Supervisor has the appropriate permissions, and
Live Player is installed, s/he will be able to see a live monitor this call button when viewing the
active calls of the users assigned to them. Once this buttonis clicked, the Live Player application
should start automatically.

While in the More Details view for a single live call in Recordings:

1. Click on the Start Live Monitoring button found just under the audio track in the display.
2. Click on the Stop Live Monitoring button to end the monitoring session for the call at any
time before the call is terminated.
Monitoring will automatically end when the call terminates.

Monitor Consecutive Calls

In this mode, a monitoring session can continue after a call has been ended and is automatically
restored and available to monitor live when the monitored agent makes/receives a new call. The
Supervisor can then initiate a live monitoring session and continue listening to each consecutive call the
particular agent is making or taking until the supervisor decides to stop.

While in the Recording Tab list view:

1. Select an agent's previous call to view call details.

2. Click on the user's Name to view more details of all assigned call recordings.

3. Click onthe Start continuous monitoring button and listen to calls as they come in.

4. Click onthe Stop continuous monitoring button when you are finished reviewing multiple calls.
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User «Jason Smith»

INFO ACTIVE CALL

Jasen Smith [View profile)
Started At sy 08, 2022 1255 pm

Duraton: 468

Agent From: 76497885

ahways SEXZI9438

User

LIVE MONITORING

‘ ¥ STart CONTINUOUS Monitoring .

s

Note: If the selected agent has multiple simultaneous active calls, Call Recording will switch to the most recent
one automatically.

If you have questions or need assistance, contact your organization's Call Recording Administrator who
can work with the Service Provider's Customer Support team, as needed.

Speech Analytics

Call Recording offers an Add-On ($) license option that (once assigned, setup, and enabled) makes use
of the 3rd party Google Cloud Speech application (via API) for transcription services. Once audio to
text transcription of an uploaded call recording is completed, the results are displayed to authorized
users in the call details view. The transcription process can be run either manually by authorized
supervisors oradmins, oron a scheduled basis (every hour/day/week or more often). Scheduled
upload for transcription of call recordings occurs as defined, so check with your Call Recording Admin to
find out how often you should expect the transcripts to be sent out and returned. The screenshot
below shows how a transcribed conversation is displayed with a text representation in the Transcript
section of the call recording details view. The point reached in the audio track is always highlighted in
the transcript when audio is played.

MEDIA PLAYER Switch to basic playe:

mmimw Ml}k mm M
S Radaidd LA . SRR B

Wl Pause & Save audio file

TRANSCRIPT

Side 1[0:00):  Lesley

Side 2[0:00]: Looks good .

Side 1[0:01):  thank you for holding . | do apologize for the wait . We have this new toel that I'm trying to do a search and to find mere information about the
lamp itself, and I'm not quite Sure how to Use it yet , 5o I'm king of experimenting with it here that | can find the information that we're looking
for but suppasedly it has the information we're looking for so bear .

Side2[0:25):  Well, okay cool now . I'm fine |I'm calling at lunch . You're fine .

Side 1[0:29]:  Bear with me here , and hopefully we'll be able to find out the information

Side2[0:341:  Okay, terrific.

Side 1[0:35]:  Mayhe | need to do a test okay . There's a lamp for came up

Alright .

When the recording is played, the transcript section automatically highlights the current positionin the
call as well (reference the yellow highlight in the screenshot above). This data can be
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searched and used to find specific terms. Click on any word in the transcription text and the audio
player will jump to that location and play the audio from that point in the recording.

The Advanced Search tab also allows authorized users to quickly locate call recordings that have a
particular keyword or phrase in the transcription text.

CALLS MY CALLS BY USVT ASSIGNED TO USER BY CATEGORY ADVANCED SEARCH

Transcript v Includes v This call may be monitored
+ Add criteria
& No auto-refrash - Tags - & Download [# Export More - 030f3 ¢ >
] DATE TIME DURATION FROM TO
@] Apr 20, 2017 12:58 PM 0:21 1210HIDDEN +14086081250 ®
[m] Apr 11,2017 4:20 PM 0:21 5281HIDDEN +14086081250 @
Sentiment

In tandem with the Speech Analytics add-on ($), Sentiment can use the advanced machine learning and artificial
intelligence to detect and offer visualizations of customer sentiment based on the keywords and phrases
created and used by customers and agents for evaluations and reporting.

Visualization Saves Time ) i ] i
Since humans can process visual information 60,000 times faster than text, color-coding the customer

sentiment in the call transcript saves a lot of time.

%uickly Identify The Problem ) ] ) ] )
as it a difficult’ customer? Did the agent handle it poorly? Call Recording quickly identifies the balance

between the agent and customer sentiment.

Flag Calls For Follow-Up ) ) ) o
Whether it is a customer issue that requires attention or the agent who needs guidance or training, you now

have tools that let you flag calls for follow-up.

Automatically Score Customer Sentiments ) ) ) )
Call Recording Analytics expresses customer sentiment in two different ways: through a numerical score with

its associated emoji and through visualization of colors within the keyword list and transcript. The Call
Recording speech engine analyzes identified keywords for positive or negative customer sentiment. Depending
on the number of times a positive or negative keyword is mentioned either by the customer or the agent, a
customer score, an agent score, and the customer sentiment score (the average of the two) is automatically
tabulated and symbolized by the appropriate emoji.

CALL DETAILS VOICE ANALYTICS AUTO SCORE CARD AGENT EVALUATION SHARED ACCESS NOTES

SENTIMENT SCORE

Total Score Agent Score Customer Score Positive / Negative Sentences
TOPICS
& Agent insecurities (1) Cursing (1) & Ending Statements (1) & Opening Statements (1) [ Positive Language (5) & Positive Statements - Action 2) &
Positive - Adverbs (1) © Positive - Empathy (2) © Positive - Reassurance (1) [ Problem (1) & Resolution Indicators (agent) (1)

& Resolution Indicators (customer) (7)

KEYWORDS

putonhold | crap [ "have a great day* | *thank you for calling’ | thanks 4) "what we can do" (2) | definitely NOTNEAR:1 ot | *Isee’ (2) | "of course" ]
problem NOTNEAR:3 (no|not) | anything else I can help you “thank you" OR thanks OR thankful (5)
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See How Customer Sentiment Trends In A Call

Positive keywords, such as "thank you" or "this is helpful", are color-coded in green in the transcript as well as
in the keyword list (or any other positive color you like), while negative keywords, like "upset", "angry", or "l
expected more", can be shown in orange or red.

This allows a reviewer to see at a glance how a call is trending. If a customer is angry at first, does the agent
resolve the problem quickly or does it escalate? With Call Recording's visual Customer Sentiment, you can
immediately see how the call went without reading the entire transcript, saving you valuable time.

Customer [1:18]: | don't remember using my phone for.

Wait, so would the GPS app use the Internet?

Agenc (1253
Customer [1:30]: Uh, look, is there anything we can do about this charge?
Agent[1:35]:  Umm mister Hobson can 1[4 put you on a brief hold while.ls_eel. what we can do?
Customer [1:41]:  Of course, of course.
Agent [1:45]: | think we have a solution for you.

Customer [1:49]: | ETRG IO E 1

Agent[1:50]:  We have a provisional travel plan for fifty dollars that covers Canada and Mexico for a month now. P What we can do since this was a one time
occurrence is backdate the coverage for the month of March and that would save you seventy seven dollars from the bill.

(SLELILE R D H That would be . |wonderful. . Thank you.

Agent [2:08]: IOf course, mister Hobson. You'll get a new invoice by email in the next twenty four hours. Looks like all your payments are directly withdrawn, so
you should see the seventy seven dollars reimbursed to your bank account in the next three business days. Usually it doesn't even take that long.

Customer [2:22]:  [FEE 0T T thanks.
Agent [2:24]:  Just so you're aware, we can upgrade you to a one bill plus account which includes Mexico and Canada. Would you be interested in that?
Customer [2:32]:  No, | really almost never travel, but UM thanks.

Agent [2:35]:  Not a problem in the future if you are traveling to Canada or Mexico, you can always call us and add the fifty dollar coverage so you don't experience
the charges in the future.

Customer [2:45]: definitely remember that Thanks so much.
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ScreenRecording

The Call Recording solution offers an Add-On ($) license service for Screen Recording during calls. This
service relies on a Screen Recording Client running on agent desktops in order to perform screen captures
during a call. The controller application is responsible for authentication of client workstations and initiating
capture process when an agent handles a new call from that workstation.

Once installed and setup on a workstation by an Administrator or the service provider, users being recorded
simply perform their normal daily tasks.

The following diagram illustrates a high-level architecture of a screen recording solution.

Call Recorder Database

Screen Recording
Controller

‘Web Portal

File Storage

Capture
Client

Components:

+ The Screen Recording Client runs on the Agent's workstations as a Windows Service.

+ The Screen Recording Controller authenticates all clients and controls arecording process;
i.e., starts/stops screen capturing when agents receive/make calls.

*  When the call ends, the Client automatically uploads the video file to the server for storage
and playback by authorized Supervisors or Admins within the Call Recording portal.
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